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Do you want an email whenever new security vulnerabilities are reported in Tracker Software Pdf Xchange Editor?
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By the Year


In 2024 there have been 0 vulnerabilities in Tracker Software Pdf Xchange Editor .
Last year Pdf Xchange Editor had 93 security vulnerabilities published.
Right now, Pdf Xchange Editor is on track to have less security vulnerabilities in 2024 than it did last year.


	Year	Vulnerabilities	Average Score
	2024	0	0.00
	2023	93	6.86
	2022	0	0.00
	2021	0	0.00
	2020	0	0.00
	2019	1	6.50
	2018	1	7.50


It may take a day or so for new Pdf Xchange Editor vulnerabilities to show up in the stats or in the list of recent security vulnerabilties. Additionally vulnerabilities may be tagged under a different product or component name.

Recent Tracker Software Pdf Xchange Editor Security Vulnerabilities



This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37349
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the submitForm method. By performing actions in JavaScript, an attacker can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17142.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37362
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PNG files. Crafted data in a PNG file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17660.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-37361
5.5 - Medium
- March 29, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of JP2 files. Crafted data in a JP2 file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-17674.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-37360
5.5 - Medium
- March 29, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-17635.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37359
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of J2K files. The issue results from the lack of validating the existence of an object prior to performing operations on the object. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17633.


Dangling pointer





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37358
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of JPG files. Crafted data in a JPG file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17632.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37357
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of ICO files. Crafted data in an ICO file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17631.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37356
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of JPG files. Crafted data in a JPG file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17630.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37355
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of JPG files. Crafted data in a JPG file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17629.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37354
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of J2K files. Crafted data in a J2K file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17628.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-37353
5.5 - Medium
- March 29, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-17637.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-37375
5.5 - Medium
- March 29, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of JPC files. Crafted data in a JPC file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18069.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37374
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PNG files. The issue results from the lack of validating the existence of an object prior to performing operations on the object. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18068.


Dangling pointer





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-37373
5.5 - Medium
- March 29, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-17810.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37371
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17772.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37372
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17809.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37350
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the handling of Collab objects. By performing actions in JavaScript, an attacker can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17144.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-37351
5.5 - Medium
- March 29, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of J2K files. Crafted data in a J2K file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-17636.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-37352
5.5 - Medium
- March 29, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of WMF files. Crafted data in a WMF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-17638.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37363
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF file can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17673.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37364
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17634.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37366
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the handling of Doc objects. By performing actions in JavaScript, an attacker can trigger a read past the end of an allocated object. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17727.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37367
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the handling of AcroForms. Crafted data in an AcroForm can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17726.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-37368
5.5 - Medium
- March 29, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the handling of Doc objects. By performing actions in JavaScript, an attacker can trigger a read past the end of an allocated object. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-17728.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37369
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-17724.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-37370
5.5 - Medium
- March 29, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-17725.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-37365
7.8 - High
- March 29, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the saveAs method. The application exposes a JavaScript interface that allows the attacker to write arbitrary files. An attacker can leverage this vulnerability to execute code in the context of the current user. Was ZDI-CAN-17527.


Exposed Dangerous Method or Function





A potential memory vulnerability due to insufficient input validation in PDFXEditCore.x64.dll in PDF-XChange Editor version 9.3 by Tracker Software may







CVE-2023-24308
7.8 - High
- March 28, 2023
A potential memory vulnerability due to insufficient input validation in PDFXEditCore.x64.dll in PDF-XChange Editor version 9.3 by Tracker Software may allow attackers to execute code when a user opens a crafted PDF file. The issue occurs when handling a large number of objects in a PDF file.


Improper Handling of Exceptional Conditions





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-41147
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18286.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-41148
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18338.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-41149
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18339.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-41150
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18340.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-41151
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18341.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-41152
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18342.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42370
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18345.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42371
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18346.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42372
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18347.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42373
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18402.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-41144
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18282.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-41143
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18225.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42376
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18529.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42375
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18404.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42369
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18344.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-41153
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18343.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-41146
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18284.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-41145
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18283.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42377
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. The issue results from the lack of proper validation of user-supplied data, which can result in a memory corruption condition. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18630.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42374
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. The issue results from the lack of validating the existence of an object prior to performing operations on the object. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18403.


Dangling pointer





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42400
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18328.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42389
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18658.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42390
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18659.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42391
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18660.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42392
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18661.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42393
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18662.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42394
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18893.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42395
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of XPS files. Crafted data in an XPS file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18274.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42396
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of XPS files. The issue results from the lack of proper validation of a user-supplied value prior to dereferencing it as a pointer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18278.


Buffer Overflow





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42397
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of XPS files. Crafted data in an XPS file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18279.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42398
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18307.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42399
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18327.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42378
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18631.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42401
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18533.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42402
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in an embedded U3D object can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18632.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42403
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. The issue results from the lack of proper validation of the length of user-supplied data prior to copying it to a fixed-length heap-based buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18892.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42404
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18273.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42405
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of EMF files. The issue results from the lack of proper validation of the length of user-supplied data prior to copying it to a fixed-length heap-based buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18367.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42406
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18369.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42407
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of EMF files. Crafted data in an EMF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18542.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42411
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of JPC files. Crafted data in a JPC file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18306.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42412
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18324.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42413
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of JP2 files. Crafted data in a JP2 file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18368.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42387
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18656.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42379
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18648.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42380
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18649.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42381
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18650.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42382
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18651.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42383
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18652.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42384
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18653.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42385
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18654.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42408
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of EMF files. The issue results from the lack of validating the existence of an object prior to performing operations on the object. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18543.


Dangling pointer





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42409
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. Crafted data in a PDF file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18315.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42410
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PGM files. Crafted data in a PGM file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18365.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42414
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of PDF files. The issue results from the lack of validating the existence of an object prior to performing operations on the object. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18326.


Dangling pointer





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42415
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of JP2 files. Crafted data in a JP2 file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18366.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42416
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18673.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42417
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can trigger a read past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18676.


Out-of-bounds Read





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42418
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of TIF files. The issue results from the lack of proper validation of a user-supplied value prior to dereferencing it as a pointer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18677.


Buffer Overflow





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42419
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18700.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42420
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18686.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42421
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18703.


Memory Corruption





This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor







CVE-2022-42423
7.8 - High
- January 26, 2023
This vulnerability allows remote attackers to execute arbitrary code on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of TIF files. Crafted data in a TIF file can trigger a write past the end of an allocated buffer. An attacker can leverage this vulnerability to execute code in the context of the current process. Was ZDI-CAN-18716.


Memory Corruption





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42386
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18655.


Out-of-bounds Read





This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor







CVE-2022-42388
5.5 - Medium
- January 26, 2023
This vulnerability allows remote attackers to disclose sensitive information on affected installations of PDF-XChange Editor. User interaction is required to exploit this vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the parsing of U3D files. Crafted data in a U3D file can trigger a read past the end of an allocated buffer. An attacker can leverage this in conjunction with other vulnerabilities to execute arbitrary code in the context of the current process. Was ZDI-CAN-18657.


Out-of-bounds Read





Tracker PDF-XChange Editor before 8.0.330.0 has an NTLM SSO hash theft vulnerability using crafted FDF or XFDF files (a related issue to CVE-2018-4993)







CVE-2019-17497
6.5 - Medium
- October 11, 2019
Tracker PDF-XChange Editor before 8.0.330.0 has an NTLM SSO hash theft vulnerability using crafted FDF or XFDF files (a related issue to CVE-2018-4993). For example, an NTLM hash is sent for a link to \\192.168.0.2\C$\file.pdf without user interaction.


Insufficiently Protected Credentials





PDF-XChange Editor through 7.0.326.1







CVE-2018-16303
7.5 - High
- September 01, 2018
PDF-XChange Editor through 7.0.326.1 allows remote attackers to cause a denial of service (resource consumption) via a crafted x:xmpmeta structure, a related issue to CVE-2003-1564.
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